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Overview:

In an era where cybersecurity breaches pose threats to all aspects of business, the "Cyber Security
Governance Principles Training Course" provides a comprehensive exploration of key cyber security
governance principles. Our uniquely designed course combines the best cyber security training with
an in-depth understanding of governance in cyber security. This training program fosters cyber
security awareness and empowers participants to implement a robust cyber security governance
framework, ensuring governance risk and compliance are adequately addressed. We emphasize
cyber security principles and how to train employees in these vital aspects.

Target Audience:

e |IT Managers

¢ Risk Management Professionals

e Compliance Officers

¢ Business Continuity Managers

¢ Human Resource Managers

e Training and Development Managers

Targeted Organizational Departments:

Information Technology
Risk and Compliance
Human Resources
Training and Development
Business Operations
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Targeted Industries:

e Financial Services
e Healthcare

e Energy and Utilities

e Government Agencies
e Manufacturing

Course Offerings:
Participants will:

e Understand the principles of cyber security

Learn how to develop and implement a comprehensive cyber strategy
Acquire skills to embed cyber security in existing risk management practices
Develop techniques to promote a culture of cyber resilience

Train to plan for significant cyber security incidents

Training Methodology:

This cyber security training program employs an engaging mix of lectures, interactive sessions, case
studies, and group work, ensuring that learners can apply the principles of cyber security in real-
world scenarios. A key aspect of our training methodology includes feedback sessions that provide
participants with the opportunity to review their understanding of the cyber security governance
framework and principles.

Course Toolbox:

Cybersecurity Glossary

Cybersecurity Risk Assessment Tools

Regulatory Compliance Checklists

Cybersecurity Framework Templates

Case Study Materials

Interactive Cybersecurity Incident Simulation Software
Post-course Reading Materials
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Course Agenda:

Day 1: Cyber Security Governance and Principles

Topic 1: Introduction to Cyber Security Governance Principles

Topic 2: Understanding the Threat Environment

Topic 3: Review of Existing Obligations and Regulatory Requirements
Reflection & Review: Recap of Cyber Security Governance Concepts

Day 2: Role and Responsibilities in Cyber Security

e Topic 1: Setting Clear Roles and Responsibilities

e Topic 2: Role of the Board, Whole of Organisation and External Experts
e Topic 3: Role of Insurance in Cyber Security

e Reflection & Review: Case Study - Spirit Super

Day 3: Cyber Strategy and Risk Management

Topic 1: Developing and Implementing a Comprehensive Cyber Strategy
Topic 2: Embedding Cyber Security in Existing Risk Management Practices
Topic 3: Measuring and Evaluating Internal Controls

Reflection & Review: Case Study - Evolving Risk Management Practices

Day 4: Promoting Cyber Resilience

e Topic 1: Creating a Cyber Security Mindset

e Topic 2: Skills and Training for Cyber Resilience

e Topic 3: Collaboration for Enhanced Cyber Security
e Reflection & Review: Case Study - Resilience Testing
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Day 5: Incident Response Planning

e Topic 1: Planning for a Significant Cyber Security Incident

e Topic 2: Preparation and Communications for Cyber Security Incidents
e Topic 3: Review of Major Cyber Attacks: Case Study - Toll Group

e Reflection & Review: Recap and Q&A Session

How This Course is Different from Other Cyber
Security Courses:

Our "Cyber Security Governance Principles Training Course" stands apart due to its blend of top-
notch content and engaging pedagogical approaches. We offer government cyber security training
infused with real-world case studies that contextualize learning. Our course goes beyond theoretical
knowledge, empowering learners to apply cyber security governance principles to actual
organizational contexts. Participants also benefit from our innovative toolbox filled with resources
that enhance their learning experience.
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Training Course Categories

Finance and Agile PM and Project Certified Courses By Communication and
Accounting Training Management Training International Bodies Public Relations
Courses Courses Training Courses
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Data Analytics Training Environment & Governance, Risk and Human Resources
and Data Science Sustainability Training Compliance Training Training and
Courses Courses Courses Development Courses

IT Security Training & IT Leadership and Legal Training, Maintenance Training
Training Courses Management Training Procurement and and Engineering
Courses Contracting Courses Training Courses



https://agile4training.com/programs/finance-and-accounting-courses
https://agile4training.com/programs/project-management-courses
https://agile4training.com/programs/certified-courses-by-continuing-professional-development-cpd
https://agile4training.com/programs/political-public-relations-courses
https://agile4training.com/programs/data-analytics-training-and-data-science-courses
https://agile4training.com/programs/environment-and-sustainability-training-courses
https://agile4training.com/programs/governance-risk-and-compliance-training-courses
https://agile4training.com/programs/human-resources-management-courses
https://agile4training.com/programs/it-security-training-it-training-courses
https://agile4training.com/programs/management-leadership-courses
https://agile4training.com/programs/legal-training-procurement-and-contracting-courses
https://agile4training.com/programs/maintenance-training-and-engineering-training-courses
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Training Course Categories

Marketing, Customer Occupational Health, Oil & Gas Training and Personal & Self-
Relations, and Sales Safety and Security Other Technical Courses Development Training
Courses Training Courses Courses

Quality and Operations Secretarial and
Management Training Administration Training
Courses Courses



https://agile4training.com/programs/branding-marketing-customer-relations-sales-courses
https://agile4training.com/programs/occupational-health-and-safety-training-courses
https://agile4training.com/programs/oil-gas-training-and-other-technical-courses
https://agile4training.com/programs/self-development-courses
https://agile4training.com/programs/quality-and-operation-management-courses
https://agile4training.com/programs/secretarial-and-administration-training-courses
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Dubai - UAE Geneva - Istanbul - Turkey Jakarta - Indonesia
Switzerland


https://agile4training.com/c/accra
https://agile4training.com/c/amman
https://agile4training.com/c/amsterdam
https://agile4training.com/c/baku
https://agile4training.com/c/training-courses-in-bali
https://agile4training.com/c/training-courses-in-bangkok
https://agile4training.com/c/training-courses-in-barcelona
https://agile4training.com/c/training-courses-in-cairo
https://agile4training.com/c/training-courses-in-capetown
https://agile4training.com/c/training-course-in-casablanca
https://agile4training.com/c/training-courses-in-Chicag-usa
https://agile4training.com/c/doha
https://agile4training.com/c/training-courses-in-dubai-uae
https://agile4training.com/c/geneva
https://agile4training.com/c/training-course-in-istanbul
https://agile4training.com/c/jakarta
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Training Cities
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Johannesburg - Kuala Lumpur - Langkawi - London - UK
South Africa Malaysia Malaysia

Madrid - Spain Manama - Bahrain Milan - Italy Munich - Germany

Nairobi - Kenya Paris - France Phuket - Thailand Prague - Czech
Republic

Rome - Italy San Diego - USA Sharm El-Sheikh - Thilisi - Georgia
Egypt


https://agile4training.com/c/training-in-johannesburg
https://agile4training.com/c/training-course-in-kualalumpur
https://agile4training.com/c/training-courses-in-langkawi-m
https://agile4training.com/c/training-courses-in-london-uk
https://agile4training.com/c/madrid
https://agile4training.com/c/manama
https://agile4training.com/c/milan
https://agile4training.com/c/Munich
https://agile4training.com/c/nairobi
https://agile4training.com/c/training-courses-in-paris
https://agile4training.com/c/training-courses-in-phuket
https://agile4training.com/c/prague
https://agile4training.com/c/training-courses-in-rome-italy
https://agile4training.com/c/San Diego
https://agile4training.com/c/sharm-el-sheikh
https://agile4training.com/c/tbilisi
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Tokyo - Japan Trabzon - Turkey Vienna - Austria Zanzibar - Tanzania

Zoom - Online
Training



https://agile4training.com/c/training-courses-in-tokyo
https://agile4training.com/c/trabzon
https://agile4training.com/c/vienna
https://agile4training.com/c/zanzibar
https://agile4training.com/c/online-training-courses

Agile Leaders is a renowned training center with a team of experienced experts in
vocational training and development. With 20 years of industry experience, we are
committed to helping executives and managers replace traditional practices with more

effective and agile approaches.

OUR VISION

We aspire to be the top choice training
provider for organizations seeking to
embrace agile business practices. As we
progress towards our vision, our focus
becomes increasingly customer-centric and
agile.

OUR MISSION

We are dedicated to developing value-
adding, customer-centric agile training
courses that deliver a clear return on
investment. Guided by our core agile
values, we ensure our training is actionable
and impactful.

WHAT DO WE OFFER

At Agile Leaders, we offer agile, bite-sized training courses that provide a real-life return on
investment. Our courses focus on enhancing knowledge, improving skills, and changing
attitudes. We achieve this through engaging and interactive training techniques, including
Q&As, live discussions, games, and puzzles.

AGILE LEADERS

Training Center

CONTACT US

Q UAE, Dubai Investment
Park First

+971585964727
@ +447700176600

8 sales@agiledtraining.com
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