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Information Governance and Records Risk Control Training Course

Overview

Information Governance and Records Risk Control Training Course is a five-day intermediate course for
governance, records, legal, compliance, risk, cybersecurity, and assurance functions who leave with an
Information Governance and Records Risk Control Portfolio. Participants connect information ownership,
ISO 15489-1:2016 records principles, cyber risk, legal obligations, retention, disposition, access, and
evidence traceability. The course turns fragmented controls into coordinated lifecycle decisions and
assurance evidence. Agile Leaders Training Center develops information governance and records risk
control practice.

Who Should Attend

 Information governance functions responsible for ownership, policy, and lifecycle decisions
* Records functions responsible for capture, classification, retention, access, and disposition

* Legal and compliance functions responsible for obligations, holds, evidence, and assurance
* Cybersecurity governance functions responsible for information risk and protective controls
* Risk and internal assurance functions responsible for control evaluation and reporting

The course assumes participants influence information, records, legal-risk, security, compliance, or
assurance decisions, and leaves out system configuration, litigation advice, certification preparation, and
technical incident response.

Departments and Industries

The course supports departments and industries that govern information value, obligations, security, and
evidence.

* Information governance, records management, legal operations, and compliance
* Cybersecurity governance, enterprise risk, internal audit, and assurance

* Financial services and healthcare

* Energy, industrial operations, and telecommunications

* Public services, education, and professional services

Learning Objectives

By the end of this course, participants will be able to:
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* Apply ISO 15489-1:2016 principles to records lifecycle decisions

* Analyze information ownership, authority, obligation, and cyber-risk dependencies
* Build classification, retention, access, and disposition controls

* Evaluate legal holds, exceptions, control evidence, and residual risk

* Use cross-functional assurance and issue-escalation methods

* Build an Information Governance and Records Risk Control Portfolio

Course Agenda

Day 1: Establish Information Governance Direction

* ARMA Information Governance Implementation Model Stakeholder Map
* Information Ownership and Accountability Matrix

* Business Context and Information Obligation Register

* Cyber, Legal, Compliance, and Records Dependency Map

* Information Governance Charter and Decision Rights Template

Day 2: Design Records Lifecycle Controls

+ ISO 15489-1:2016 Concepts and Principles Review

* Record Creation and Capture Control Checklist

* Metadata, Classification, and File Plan Design

* Retention Schedule and Disposition Authority Matrix
* Records Access, Use, and Transfer Control Map

Day 3: Integrate Cyber and Legal Risk

« Information Asset and Threat Exposure Register

+ ISO/IEC 27001:2022 Risk-Control Alignment Worksheet

* Legal Obligation and Records Requirement Traceability Matrix

* Legal Hold, Preservation, and Disposition Suspension Procedure
* Third-Party Information Custody Risk Assessment

Day 4: Assure Controls and Evidence

* Records Control Design and Operating Evidence Catalogue
* Access, Retention, and Disposition Exception Log

* Control Gap, Root Cause, and Remediation Tracker

+ Audit Sampling and Evidence Traceability Worksheet

* Cross-Functional Assurance and Escalation Dashboard
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Day 5: Practice Governance Decisions

* Exercise: Assign Information Ownership and Decision Rights

* Exercise: Resolve a Retention and Legal Hold Conflict

* Exercise: Evaluate Cyber Risk in a Records Process

* Exercise: Present Control Evidence and Remediation Priorities

* Capstone: Information Governance and Records Risk Control Portfolio

Practical Exercises

The course uses suggested activities based on healthcare, financial services, energy, telecommunications,
and professional services.

* Suggested activity: map information owners, records responsibilities, legal obligations, and security
dependencies for a business process.

* Suggested activity: challenge a retention and disposition decision affected by a legal hold and cyber
exposure.

* Suggested activity: trace a control requirement through policy, process, evidence, exception, and
remediation records.

* Suggested activity: present an assurance dashboard and prioritized control treatment plan to
cross-functional stakeholders.

FAQs

Who suits information governance and records risk training, and what does it
assume?

Governance, records, legal, compliance, risk, cybersecurity, and assurance functions suit the course; it
assumes influence over information lifecycle, control, obligation, risk, or evidence decisions.

How does information governance and records risk differ from document control
training?
Information governance and records risk coordinates ownership, obligations, lifecycle controls, cyber

exposure, and assurance, while document control training focuses more narrowly on document creation,
review, approval, versioning, distribution, and retrieval.

How should records retention and disposition decisions be governed?

Records retention and disposition decisions should connect business purpose, documented requirements,
ownership, classification, approved authority, legal holds, security risk, exceptions, evidence, and
accountable approval.
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How does cyber risk affect records controls?

Cyber risk affects records controls through access, integrity, availability, transfer, third-party custody,
preservation, and disposal exposures that must be assessed across the information lifecycle.

What evidence supports records risk assurance?

Records risk assurance uses approved policies, ownership records, control designs, capture and access logs,
retention authorities, disposition evidence, exception records, sampling results, remediation actions, and
traceability to requirements.

Conclusion

Participants take back an Information Governance and Records Risk Control Portfolio connecting ownership,
lifecycle controls, cyber exposure, legal obligations, assurance evidence, and remediation. It changes
disconnected policies and records activities into coordinated, traceable decisions. The portfolio supports
defensible retention, controlled disposition, accountable access, cross-functional assurance, and prioritized
treatment of information risk.
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Training Course Categories

Agile PM and Project Management Training Courses

Certified Courses By International Bodies

Crisis Management and Business Continuity Training
Courses

Digital Government & Public Service Training Courses

Environment & Sustainability Training Courses

Finance and Accounting Training Courses

Healthcare Management Training Courses

Hospitality and Tourism Training Courses

IT Security Training & IT Training Courses

Legal Training, Procurement and Contracting Courses

Marketing, Customer Relations, and Sales Courses

Occupational Health, Safety and Security Training
Courses

Personal & Self-Development Training Courses

Agribusiness & Food Security Training Courses

Communication and Public Relations Training Courses

Data Analytics Training and Data Science Courses

Education and Learning Development Training Courses

Facilities and Real Estate Training Courses

Governance, Risk and Compliance Training Courses

Heritage Conservation and Museum Management
Training Courses

Human Resources Training and Development Courses

Leadership and Management Training Courses

Maintenance Training and Engineering Training Courses

NGO, Humanitarian and Development Management
Training Courses

Oil & Gas Training and Other Technical Courses

Quality and Operations Management Training Courses


https://agile4training.com/programs/project-management-courses
https://agile4training.com/programs/agribusiness-food-security-training
https://agile4training.com/programs/certified-courses-by-continuing-professional-development-cpd
https://agile4training.com/programs/political-public-relations-courses
https://agile4training.com/programs/crisis-management-business-continuity-training-courses
https://agile4training.com/programs/data-analytics-training-and-data-science-courses
https://agile4training.com/programs/digital-government-public-service-training-courses
https://agile4training.com/programs/education-learning-development-training-courses
https://agile4training.com/programs/environment-and-sustainability-training-courses
https://agile4training.com/programs/facilities-real-estate-training-courses
https://agile4training.com/programs/finance-and-accounting-training-courses
https://agile4training.com/programs/governance-risk-and-compliance-training-courses
https://agile4training.com/programs/healthcare-management-training-courses
https://agile4training.com/programs/heritage-conservation-museum-management-training
https://agile4training.com/programs/hospitality-tourism-training-courses
https://agile4training.com/programs/human-resources-management-courses
https://agile4training.com/programs/it-security-training-it-training-courses
https://agile4training.com/programs/management-leadership-courses
https://agile4training.com/programs/legal-training-procurement-and-contracting-courses
https://agile4training.com/programs/maintenance-training-and-engineering-training-courses
https://agile4training.com/programs/branding-marketing-customer-relations-sales-courses
https://agile4training.com/programs/ngo-humanitarian-development-management-training
https://agile4training.com/programs/occupational-health-and-safety-training-courses
https://agile4training.com/programs/oil-gas-training-and-other-technical-courses
https://agile4training.com/programs/self-development-courses
https://agile4training.com/programs/quality-and-operation-management-courses
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Training Course Categories

I Secretarial and Administration Training Courses I Shipping, Maritime and Ports Training Courses



https://agile4training.com/programs/secretarial-and-administration-training-courses
https://agile4training.com/programs/shipping-maritime-ports-training-courses
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Training Cities

Abu Dhabi Accra Amman
UAE Ghana Jordan
Amsterdam Athens Baku
Netherlands Greece Azerbaijan
Bali Bangkok Barcelona
Indonesia Thailand Spain
Berlin Cairo Cape town
Germany Egypt South Africa
Casablanca Chicago Doha
Morocco USA Qatar
Dubai Frankfurt Geneva
UAE Germany Switzerland
Istanbul Jakarta Johannesburg
Turkey Indonesia South Africa
Kuala Lumpur Kuwait Langkawi
Malaysia Kuwait Malaysia
Lisbon London Madrid
Portugal UK Spain
Manama Marbella Milan
Bahrain Spain Italy
Montreux Munich Muscat
Switzerland Germany Oman
Nairobi New York Nice
Kenya USA France



https://agile4training.com/c/training-courses-in-abu-dhabi
https://agile4training.com/c/training-courses-in-accra
https://agile4training.com/c/training-courses-in-amman
https://agile4training.com/c/training-courses-in-amsterdam
https://agile4training.com/c/training-courses-in-athens
https://agile4training.com/c/training-courses-in-baku
https://agile4training.com/c/training-courses-in-bali
https://agile4training.com/c/training-courses-in-bangkok
https://agile4training.com/c/training-courses-in-barcelona
https://agile4training.com/c/training-courses-in-berlin
https://agile4training.com/c/training-courses-in-cairo
https://agile4training.com/c/training-courses-in-cape-town
https://agile4training.com/c/training-courses-in-casablanca
https://agile4training.com/c/training-courses-in-chicago
https://agile4training.com/c/training-courses-in-doha
https://agile4training.com/c/training-courses-in-dubai-uae
https://agile4training.com/c/training-courses-in-frankfurt
https://agile4training.com/c/training-courses-in-geneva
https://agile4training.com/c/training-courses-in-istanbul
https://agile4training.com/c/training-courses-in-jakarta
https://agile4training.com/c/training-courses-in-johannesburg
https://agile4training.com/c/training-courses-in-kuala-lumpur
https://agile4training.com/c/training-courses-in-kuwait
https://agile4training.com/c/training-courses-in-langkawi-m
https://agile4training.com/c/training-courses-in-lisbon
https://agile4training.com/c/training-courses-in-london-uk
https://agile4training.com/c/training-courses-in-madrid
https://agile4training.com/c/training-courses-in-manama
https://agile4training.com/c/training-courses-in-marbella
https://agile4training.com/c/training-courses-in-milan
https://agile4training.com/c/training-courses-in-montreux
https://agile4training.com/c/training-courses-in-munich
https://agile4training.com/c/training-courses-in-muscat
https://agile4training.com/c/training-courses-in-nairobi
https://agile4training.com/c/training-courses-in-new-york
https://agile4training.com/c/training-courses-in-nice
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NG

Paris

France

Porto

Portugal

San Diego

USA

Singapore

Singapore

Tokyo

Japan

Vienna

Austria

Zurich

Switzerland

Training Cities

Phuket

Thailand

Prague

Czech Republic

Seoul

South Korea

Tashkent

Uzbekistan

Toronto

Canada

Zanzibar

Tanzania

Port Louis

Mauritius

Rome

Italy

Sharm El-Sheikh

Egypt

Thilisi

Georgia

Trabzon

Turkey

Zoom

Online Training



https://agile4training.com/c/training-courses-in-paris
https://agile4training.com/c/training-courses-in-phuket
https://agile4training.com/c/training-courses-port-louis
https://agile4training.com/c/training-courses-in-porto
https://agile4training.com/c/training-courses-in-prague
https://agile4training.com/c/training-courses-in-rome-italy
https://agile4training.com/c/training-courses-in-san-diego
https://agile4training.com/c/training-courses-in-seoul
https://agile4training.com/c/training-courses-in-sharm-el-sheikh
https://agile4training.com/c/training-courses-in-singapore
https://agile4training.com/c/training-courses-in-tashkent
https://agile4training.com/c/training-courses-in-tbilisi
https://agile4training.com/c/training-courses-in-tokyo
https://agile4training.com/c/training-courses-in-toronto
https://agile4training.com/c/training-courses-in-trabzon
https://agile4training.com/c/training-courses-in-vienna
https://agile4training.com/c/training-courses-in-zanzibar
https://agile4training.com/c/online-training-courses
https://agile4training.com/c/training-courses-in-zurich

