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Course Overview

This five-day program builds capability to protect critical infrastructure and sensitive facilities, manage
security risks, coordinate emergencies, and sustain operations through disruption with Agile Leaders
Training Center.

Course Agenda

Day 1: Internal and External Security of Critical and Sensitive Facilities

* Critical Infrastructure Protection and Facility Security Management
* Layered Security Strategies and Defense-in-Depth Principles
* Perimeter Security, Physical Barriers, and Intrusion Prevention
* Access Control Systems, Visitor Management, and Restricted Areas
+ CCTV Surveillance, Alarm Systems, and Security Monitoring
Critical Asset Protection and Classified Information Security
Reflection: Evaluating facility vulnerabilities and layered security measures

Day 2: Facility Security Planning, Threat Assessment and Risk Management

* Developing Comprehensive Facility Security Plans
* Security Threat Assessment and Risk Identification
* Security Vulnerability Assessment and Risk Prioritization
* Security Readiness Levels and Protective Measures
* Security Governance, Operational Roles, and Responsibilities
Risk Mitigation Strategies and Security Plan Implementation
Reflection: Applying security risk assessment and facility protection planning

Day 3: Security Intelligence, Early Warning and Authority Coordination

* Security Information Gathering and Threat Intelligence
* Information Sources, Verification, and Reliability Assessment
* Threat Indicator Analysis and Early Warning Systems
* Secure Information Handling, Classification, and Incident Reporting
+ Official Communication Channels and Security Authority Coordination
Joint Security Operations, Information Sharing, and Unified Command
Reflection: Analyzing security alerts and coordinating incident information sharing
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Day 4: Emergency Preparedness, Crisis Response and Business Continuity

* Emergency Preparedness and Facility Emergency Response Planning

* Evacuation, Shelter-in-Place, and Emergency Communication Procedures

* Response to Fires, Security Threats, and Hazardous Incidents

* Crisis Management Teams, Incident Command, and Decision-Making

* Business Continuity Management and Critical Operations Recovery
Emergency Coordination, Crisis Communications, and Resource Mobilization
Reflection: Reviewing emergency response decisions and business continuity priorities

Day 5: Practical Security Exercises, Crisis Simulations and Performance Evaluation

* Designing Realistic Security and Emergency Response Scenarios

* Tabletop Exercise: Unauthorized Access and Facility Security Breach

* Simulation Exercise: Suspicious Activity and Security Authority Coordination

* Tabletop Exercise: Facility Fire, Evacuation, and Emergency Command

* Crisis Simulation: Critical Infrastructure Disruption and Business Continuity
Exercise Performance Evaluation, After-Action Review, and Corrective Actions
Reflection: Evaluating simulation outcomes and identifying security improvements




